NATIONAL HANDICAPPED FINANCE AND DEVELOPMENT CORPORATION
(DEPwD, Ministry of Social Justice & Empowerment, Govt. of India)

File No. NHF/2/16(i)/12 Dated: 22.12.2021

Inviting Quotation for Proposal for Web Application Security Re-Audit
and also help to fix the security patches / vulnerabilities of Corporation
website (www.nhfdc.nic.in ) and National Level Job Portal for PwDs
(www.disabilityjobs.gov.in )

Please provide quotation / Proposal for application security re-audit and also help to
fix the security patches / vulnerabilities of Corporation website (www.nhfdc.nic.in )
and National Level Job Portal for PwDs (www.disabilityjobs.gov.in ). The details of
website is enclosed at “Annexure I”.

Terms & Condition:-

a) The maximum time taken to Web : 15 days
application security audit of Corporation
website (www.nhfdc.nic.in ) and National Level
Job Portal for PwDs (www.disabilityjobs.gov.in)

b) The agency should be authorized and approved by NIC to audit web application
security.

Note: The payment shall be made after successful acceptance of Security
re- audit report by NIC.

You are requested to send the sealed quotation on or before 05.01.2022
for the security re-audit of website (www.nhfdc.nic.in) and www.disabilityjobs.gov.in

Quotations shall be opened at 15.30 Hrs. on 05-01-2022 in the presence of
Quotationers/their representative whoever wants to be present at the following address:

NHFDC,
Unit No. 11 & 12,Ground Floor,
DLF Prime Tower,

Okhla Phase - I, Near Tehkhand Village,
New Delhi 110020

For any queries, please contact :

Shri Manoj Kumar Sahoo, Chief Manager
011-45803730(Ext-214) , 9468000211
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Details of website (www.disabilityjobs.qgov.in)

Annexure-|

S. | Item Description
No.
01. | Title & Relevant Description of http://www.disabilityjobs.gov.in
the Application, proposed for Audit
02. | Name, Address & Contact National Handicapped Finance and
Details of User Organisation Development Corporation,
Unit No. 11 & 12, DLF Prime Tower,
Okhla Phase — I, New Delhi- 110020
03. | Whether the target Application is YES
accessible remotely from internet ?
04. | Whether the Security Audit is to | YES
be conducted remotely?
05. | Operating System Details WINDOWS 2012
06. | Web/Application Server with version | I1S 7.0 & ABOVE
07. | Front-end Tool [ Server side Scripts] | ASP.NET 4.0
08. | Back-end Database SQL SERVER 2012
09. | Database access Type ( Read only Or | Read / Write
Read / Write )
10. | Type of Cryptography used for |SHAL, XML,MD5
Storage & Transmission of Data &
Credentials
11. | Type of Authentication Used. (Basic | BASIC
/ Form Based / Certificate Based)
12. | Authorization no. of roles & types of | No roles defined
privileges for the different roles
13. | Provision of e-commerce and /or No
Payment Gateway
14. | Brief description about security | Daily website logs are maintained, there are no
functions or mechanisms used in input forms in the website
the application.
15. | Site users Public
16. | Whether the site contains any Yes, admin module (CMS Module)
content management module.
17. | Total size (estimated) of the website | 300 MB and 40 pages
in MB and also mention No. of
estimated pages
18. | Total No. (Approximate) of Form More than 150

Fields are there in the Data Entry
Pages for input
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Details of website ( www.nhfdc.nic.in)

S. No. | Item Description
01. | Title & Relevant Description of the http://www.nhfdc.nic.in
Application, proposed for Audit
02. | Name, Address & Contact Details of National Handicapped
User Organisation Finance and Development
Corporation,
Unit No. 11 & 12, DLF Prime
Tower, Okhla Phase — I, New
Delhi- 110020
03. | Whether the target Application is accessible YES
remotely from internet ?
04. | Whether the Security Audit is to be YES
conducted remotely?
05. | Operating System Details WINDOWS 2012
06. | Web/Application Server with version 1S 7.0 & ABOVE
07. | Front-end Tool [ Server side Scripts] ASP.NET 4.0
08. | Back-end Database SQL SERVER 2012
09. | Database access Type ( Read only Or Read / Read / Write
Write )
10. | Type of Cryptography used for Storage SHA1, XML,MD5
& Transmission of Data & Credentials
11. | Type of Authentication Used. (Basic / Form BASIC
Based / Certificate Based)
12. | Authorization no. of roles & types of privileges | No roles defined
for the different roles
13. | Provision of e-commerce and /or Payment No
Gateway
14. | Brief description about security functions Daily website logs are
or mechanisms used in the application. maintained, there are no input
forms in the website.
15. | Site users Public
16. | Whether the site contains any content Yes, admin module
management module.
17. | Total size (estimated) of the website in MB and | 170 MB and 140 pages
also mention No. of estimated pages
18. | Total No. (Approximate) of Form Fields are 38

there in the Data Entry Pages for input
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